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1.0 PURPOSE

The purpose of this procedure is to establish the responsibilities for identifying and
handling foreign ownership, control, or influence (FOCI) at the prime and subcontract
level.

2.0 SCOPE
The scope of this procedure is to ensure that entities under foreign ownership, control or
influence are not given access to classified information or special nuclear material when

such access may result in the compromise of U.S. national security interests.

3.0 APPLICABILITY

All EMCBC personnel shall comply with this procedure.

4.0 REQUIREMENTS

4.1 10 Code of Federal Regulations (CFR) Part 710, Criteria and Procedures for
Determining Eligibility for Access to Classified Matter or Significant Quantities of
Special Nuclear Material

4.2 Department of Energy (DOE) Manual 470.4-1, Chg 1, Safeguards and Security
Program Planning and Management

4.3 DOE Manual 470.4-1, Chg 1, Safeguards and Security Program Planning and
Management, Section H, Appendix 6 — FOCI Matrix Chart

4.4 DOE Order 470.4, Safeguards and Security Program

4.5 DOE Acquisition Regulation (DEAR) 904.7003, Foreign Ownership, Control, or
Influence Over Contractors

5.0 DEFINITIONS — NOT APPLICABLE
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6.0 RESPONSIBILITIES

6.1 Contract Specialist (CS)/Contracting Officer (CO):

6.1.1 When contemplating an award which requires a FOCI certification, or in the
instance where an existing contractor will gain access requiring a FOCI
certification, and where the potential awardee or contractor is an organization
not possessing a current affirmative FOCI clearance determination, the CS/CO
shall be responsible for providing the offeror/bidder/contractor/subcontractor
(hereafter called the offeror’”’) with current guidelines for completing the
Standard Form (SF) 328, Certificate Pertaining to Foreign Interests
(Attachment A), a list of sensitive foreign nations, and a format for listing the
organization’s officers and directors.

6.1.2 Insert the SF 328 in all solicitations in which contract performance requires
personnel security clearances.

6.1.3 Forward all FOCI certifications to the DOE Cognizant Security Authority
(CSA) at the time the competitive range for an acquisition is determined. This
allows sufficient time to process any and all submitted FOCI certifications.

6.1.4 Obtain a favorable FOCI determination under a contract/subcontract
subject to FOCI. Until a favorable FOCI determination is rendered, the
CO is prohibited from awarding, extending, or modifying a contract, or
exercising any options.

6.1.5 Document the results of an offeror’s FOCI certification in the official contract
file by including it in the Price Negotiation Memorandum (PNM).

6.2 DOE CSA - is responsible for reviewing the FOCI information submitted by the
EMCBC Office of Contracting (OOC).

7.0 GENERAL INFORMATION — NOT APPLICABLE

8.0 PROCEDURE

8.1 CS/CO Review of the FOCI Submission

8.1.1 Prior to submitting a completed FOCI package to the DOE CSA, the CS/CO
shall review the submission to ensure that:

8.1.1.1 The certificate has been signed and dated by an authorized official of the
offeror;
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8.1.1.2 The offeror’s most recent annual report and its Securities and Exchange
Commission 10K reports have been attached;

8.1.1.3 A list of the names of Key Management Personnel with their respective
nationality has been attached;

8.1.1.4 A consolidated financial information report has been attached, if the
offeror is a privately-owned company;

8.1.1.5 A parent organization FOCI package has been attached, if the offeror
indicated it was owned by a parent organization. (Note: All tier levels
of the parent organizations must provide the same information as the
offeror.);

8.1.1.6 If any of these documents are missing, the CS/CO will advise the offeror
that award cannot be made until all documents are furnished, and request
that the offeror provide any missing data;

8.1.1.7 If the CSA determines that a FOCI situation exists, the CS/CO shall
request that the offeror submit a plan of action to avoid or mitigate the
FOCl issue.

8.2 CSA Action Plan

8.2.1 Based upon the EMCBC OOC'’s review of the FOCI information, the CSA shall
initiate the following actions:

8.2.1.1 Determine the degree and extent of FOCI over the offeror or
subcontractor;

8.2.1.2 Prepare a written response to the EMCBC OOC, providing the rationale
for the determination and stating that there should/should not be
restrictions made on the offeror which will be included in the official
contract file.

8.2.1.3 In the case of a determination that there should be restrictions, the CSA
will review the offeror’s plan of action and determine its acceptability.
If acceptable, the plan of action shall be made part of the contract
requirements. If unacceptable, the CSA will recommend that the offeror
not be considered for contract award, and/or that affected contracts with
a contractor be terminated.

9.0 RECORDS MAINTENANCE

9.1 IP-540-04-F1, Standard Form (SF) 328, “Certificate Pertaining to Foreign Interests”
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10.0 FORMS USED

10.1 Forms used shall be the latest revision unless otherwise stated.

10.1.1 Standard Form (SF) 328, “Certificate Pertaining to Foreign
Interests”

11.0 ATTACHMENT

11.1 Attachment A —Standard Form (SF) 328, “Certificate Pertaining to Foreign Interests”
Standard Form 328 (revised 6/2008) Certificate Pertaining to Foreign Interests
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ATTACHMENT A
Page 1 of 2

CERTIFICATE PERTAINING TO FOREIGN INTERESTS OB Mo, O704-0704
T COME aporoval expires
(Type or prinf i answers) 13y 31, 2011

FLEASE DO HOT RETURH WOUSR FOAM TO THE ORGANLZATION I THE PARAGRAPH BELOW. RETURN COMPLETED FORM TO YOUR REIFECTIVE
COONIZANT BECURITY OFFICE

T=e pubdc mpting busden o his ool sctia n of nforra®en b erdnaed lmaml'l.l TR el eapac s e il g e Bere For peniee ng oS, sewrclingg aceding dala scusces, gElteicg
A Tiaira ey e ek cwsedemd mo o zoong pleg ied omearwing U oz Boo ot Talun Sersd coireres egand g i Lorde - sdirete o w-s cloen amoms! af T o ot n of pfomo oo
ez g g B etz S Sundan o U Cegnaninan miren, Ve kg Heacki st Sy cew, Senz b Sy oo Ui Tl zn Marmgere-! O sbecn 1155 Dafenae
Perfgon Veashington SOODT-TISE QOO0 By M serstni sleukd S ane AL - o o u.ululul g nkos o e, So pEiscn sl e acigesl b ey permily o Rl ing W consly =
i ool s of il e 2o nel daptay 8 cunmenly vk ONE contiod nuielsi

PENALTY NOTICE

Fallure to answer all guastions or any misrepreseniation (by omission or or poth, knowingly to maka a false slatement or reprasentation o
concealmant, or by misleading, "alse or panial anEwers) may senve as a any Depariment: or Agency of the Unitad States, as o any mater
bagls for denlal of clearance for access 1o classMad Information. In within the Jurisdiction of any Deparimeant or Agency of tha Unikad
addiion, Tie 13, United States Code 1001, makes i ciminal offanse, Stales. This includes any siatement made herain which Is knowingly
punishabie by 3 masimum of five [3) years Imprisonment, 515,000 fine Incomeds, Incomplete or misk2ading In any Imporant paricular.

FROVISIONS

This report |5 aumorized by the Secretany of Defense, a5 Execulive 2. \Wnen this report Is submitiad In confidence and Is 50 marked,
Agent for the National Industrial S2curlly Program, pursuant i Executlve appilcabie exemplions 1o the Fresgom of Information Act will b2
Crgar 12329, While you are not reguired to respond, wour eligibllty for a Inokad o with hakd It from public disclosune.

Tacilty s2curlty clearanca cannot be deteminad If you do not compliate
thits Torm. The reteniion of & Taclity s2curity clearance |5 contingent upon 2. Compiete all guestions on this form. kars 7Y2e” or "No" for each
your compllance with tha requirements of DoD 5220.22-M for submisslon Quesdion. If your answer |5 “Yas" furmish In full the compilate

of @ revisad Torm as appropriata. Infarmation under "Remarks.”

GIUESTIONS AND ANSWERS

1. {Answer 1a. ar 1)
a. (Forentias which issue stock) Do any foreign person(s), directty or Indirzetly, own or have benefictal oanership of 5
percent ar more of the cutstanding shares of any class of your organization's equity sscuritles™

D. (For eniftles wiich 0o not issuwe St0CK]: Has any foreign person direclly or iIndireclly subscribed S percent or mare of your
organization's total capial commitment?

2. Do=E your organization direclly, or inglrecty mrough your subsidlaries andior afliatas, own 10 percent or more of
any fareign Interzst?

3. Do any non-ULS. difizens sarve a5 memibers of your organization's boand of direchors [or similar governing body),
officers, axecutive personnel, general panners, regents, 1FJE|.E"=E or s2nior management ofclals?

4. Do=s any forzign person(s) have e power, direct or Indireds, to control the 2lzction, appoinimant, or t2nure of members of
¥Our organization’s board of direchors {or simliar governing body) or other managamens poskions of your organization, or nave
Mg poswer 2o conbrol or cause the dirsction of oiher decislons or activities of your organizaton?

5. Do=6 your organization have any conlracts, agreements, underslandings, or amangements with & forelgn personis)?

6. Do=E your ofganization, whether 3s banrowear, EUrety, guaramior ar otherwisa have any indebtedness, lablifes or abligatizns
ta a forelgn person(s)?

7. During your 13t Mecal year, dig your anganization derke:

a. 5 percent or more of s otal revenuss or net Income from any single farsign persan®

D. In fe aggregate 30 parcant or more of Ik revenes o net Income from forelgn persons?

&. Is 10 percent ar more of any class of your arganlzalion's voling securilies held In "nominee” shares, Im "srest names”™ ar in
some other method which doss not identlly the beneficlal owner?

9. Do any of the members of your organization’s board of directors [or similar governing body). officers, executive persannel,
general pariners, regents, trustess or s2nior management officlals hoid any posiions wit, or serve 35 consuitants for, any
fareign persan(s)?

10. Is there any ather factor(s) hial Indicates or temansirales a capablity an the part of foreign persans o confrol or flesnce
the aperaions or management of your organization™

STANDARD FORM 328 [Revised G/200E) FREVIOUS EDITION IS OBSOLETE. Taser [T
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ATTACHMENT A
Page 2 of 2

REMARKS jamach adotanal sheefs, ¥ necessary, fov 3 ful dedaled sEtement)

CERTIFICATION

| CERTIFY that the enfries made by me above are frue, complete. and correct fo the best of my knowedge and belief and ars
made in good fath.

WITHESSES:

(Date Cemfied)

{Signarure of Athonzed Contractor Representative)

(Tyoed Name of Contracton]

WOTE: in case of 5 corporation. 5 witness &5 not requirad byt ife
centficate below must he completes.  Type or prind names wnger (Titie of Aufhorized Confrsctar Represantative)
a signatres.

[Adoress)
NOTE: Contrachor, ¥ & corporation, showd cause the foliowing cemicale i be sxeculed under I5 coDorale seal, provided tharl the same omoar
shail mor execite both the Agreement and the Cerifcale.

CERTIFICATE

I, , certify that | am the

of the comporation named as Confractor herein; that

who signed this certificate on behalf of the Contractor, was then
of =aid corporation; that said certficate was duly signed for and in beha'f of said corporaton by authonty of 1= goveming body, and
is within the scope of its corporate powers.

jComporale Sem) {Signadure and Daie)

STAMDARD FORM 328 (BACK) (Revised 872008)
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EMCBC RECORD OF REVISION

DOCUMENT - Handling Foreign Ownership, Control, or Influence (FOCI) Submission

If there are changes to the controlled document, the revision number increases by one. Indicate
changes by one of the following:

1 Placing a vertical black line in the margin adjacent to sentence or paragraph that was revised.

1 Placing the words GENERAL REVISION at the beginning of the text.

Rev. No. Description of Changes Revision on Pages Date
1 Original Issue All 06/26/06
Reviewed/No Changes Required 05/18/12
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